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Bycapeea T.I.
KaHaMAaT eKOHOMIYHMX HayK, AOLIEHT,
daxiseup 3 3abesneyeHHs pobotn Harnagosoi Pagn HEK «YkpeHepro»

CHARACTERISTICS OF MODERN FEATURES
OF «<HYBRID WAR»

XAPAKTEPUCTUKA CYYACHUX OCOBJIMBOCTEMN
«FBPIOHOI BINHU»

The emergence of global universal human solidarity acts as a historical pattern. The operation of this pattern in
the process of globalization together with the implementation of the concept of sustainable development is at the
very beginning. It is still far from the creation of a single global world, but the movement of the world community
towards it has been steadily continuing since the emergence of mankind. Itis obvious that the development of military
operations, which we are witnessing, has long been not associated with serious breakthroughs in the field of science
and technology. These factors act rather as concomitant ones. The basis of superiority on the battlefield is the ability
to think strategically, as well as to use non-standard combat techniques, starting not only from the level of weapons
and combat effectiveness, but also based on the cultural characteristics and even, in a sense, the mentality of the
parties to the conflict. Considering the theoretical and methodological aspects of the problem, in our opinion, it is
necessary to set a certain coordinate system to determine the nature and specifics of a hybrid conflict in two planes —
directions (economic, military, cultural, international, socio-political, domestic, informational), as well as tools (the
strategy of controlled chaos, the doctrine of “soft power”, the doctrine of color revolutions, the theory of reflexive
control, the doctrine of unlimited war, the doctrine of rebelliousness, the doctrine of network-centric war, the
concept of asymmetric war). Also, referring to applied research, one should take into account the chronological
characteristics and specifics of hybrid conflicts, which are segmented within three stages — hidden (latent), semi-
open and open.

Key words: hybrid war, modern conflict, scientific and technological development, cyber war, asymmetric war,
Strategy.

CmaHoeneHHs1 2nobarnbHol, 3a2arnbHOoM00CLKOI conidapHocmi eucmyrnae sk icmopuyHa 3aKOHOMIPHICMb.
Jis yiei 3akoHOoMipHOCMI 8 npoueci arnobanizayii crifibHO 3 peanidayieto KOHUeNUii cmilikoeo po38UMKy 3Haxo0ume-
cs1 Ha camomy nodamky. [Jo cmeopeHHsi eOUHO20 2106arbH020 ceimy we 0arneko, ane pyx ceimoesoi criibHomu 00
HbO20 HeyXUJIbHO MPOoO08XYEMbCS 3 MOMEHMY 8UHUKHEHHS todcmea. OuyesulHO, W0 po38UMOK siticbkosux Oil,
ceidkamu sIKUX MU €, exe 0agHO He rog's3aHe 3 ceplosHUMU rnpopusamu 8 obnacmi Hayku i mexHiku. Li YuHHUKu
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sucmynatoms, ckopiwe, sk cyrymHi. OCHOB00 X repesaau Ha rosni 60t cmae 8MIiHHS cmpameaiyHo Muciumu, a
makox sukopucmosyeamu HecmaHOapmHi mexHiku eedeHHs1 60t0, 8iOLIMOBXYYUCH HE MifbKU 8i0 pigHS 036pOEH-
Hs1 i 6boesdamHocmi, a U 8uxo0si4u 3 ocobriueocmel Kynbmypu i Hagimb 8 OeSKOMY CeHCi MeHmarsnimemy y4acHUKIe
KOHnikmy. B ocrmaHHi mpu poku mepmiH «2ibpudHa eiliHa» akmueHO 3acmoco8yembCs 8 MOAIMuYHil i monimo-
noeiqHoi cepedosuuiax, npome npasosi acnekmu 0aHo20 A8uUWa MOKU 3anuwarmbscsi He00CMamHbO 8UBYEHUMU.
B pe3ynbmami cmeoproembcs HebearnedyHa cumyauisi, Koru mepmiH, uio gidobpaxkae meHOeHUli 8 cghepi 8ilicbKo8o-
cus108020 ma iHghopmauitiHoi 83aemoOii Oepkas, MoCmyrnoeo 8rpoe8adKyembCs 8 HayKogy ma eKcriepmHdy mepmi-
HOs02ito, He 80s100i4u NpuU UbOMY HimKUM rpasosum 3micmom. B OaHull Yyac eedembcs cepliosHa QUCKYCisl po
donycmumicmb 8UKOpUCMaHHSI 0aH020 MepMiHy 8 npaso8oMy KOHMEKCMI | npo MOXIugocmi tio2o nodasbulo2o
BK/THOYEHHST 8 MIKHapOOHO-Mpasosy mepmMiHomnozito. PeHoMeH «2i6pudHoi 8iliHU» OeMOHCmpyeE piske 36inbUIeHHS
3HadYywocmi iHpopmauyitiHoezo KOMIOHeHmMa 8 MiXXHapOOHUX 8IOHOCUHAaX, a MaKoX € 3aKOHOMIPHUM MPOO0OBKEH-
HAM pearizauii KOHUenuild «Korboposux pesortrouiliy i «apabCbKux 8eceHy, Ski nepedbayaroms He Cui08020 8r1/1U8
Ha cynpomusHuka. lNepcriekmusu 8KIHYEHHS mepMiHy «2ibpudHa esiliHa» 6 anapam MiXHapoOHO20 rpasa 6eJlb-
MU myMaHHI 3 ypaxysaHHsIM moao, wo exe binbwe 30 pokie iCHye MiXHapOoOHO-Npasosuli mepMiH «0epxasHuUl
mepopu3sm» 3 OyXKe CXOXUM 3MICMO8UM HaroB8HEHHSM, KUl mak i He cmag npedMemom MiXKHapOOHO-Paso8o2o
peayrnoeaHHs1 Ha pieHi crieyianisoeaHoi KOHeeHUii. MoxHa makox KoHcmamyeamu, wo «2ibpudHa eiliHa» cmana
OCHOBHUM mepMiHOM 05151 MO3Ha4YeHHs1 Oili depxxas, Wo He 8MuUCyromMbCsl 8 paMKu mpaduuyitiHOi 8ilicbkogo-cunosuli
napaduamu, | ye ekpali HeaamueHO Mo3Ha4YaeEMbCs Ha repcriekmueax HopMamueHO-pPasoso20 pezynosaHHs 0a-
Hoeo seuw,a. Kpim moeo, iHgbopmauiliHo-koMyHikauitiHa cghepa e cuny ii duHamiamy € 3aHadmo cknadHum ob'ekmom
MiXHapOOHO-Tpaso8o20 peayrit8aHHs.

KnrouoBi cnoBa: 2ibpudHa siliHa, cy4yacHUl KOHGIIIKM, HayKo80-mexHOI02iYHUU po38UMKY, KibepsitiHa, acume-
mpuyHa giliHa, cmpameaisi.

CmaHosneHue enobarnbHol, obujedennosedeckol conudapHoCcmu 8bicmyrnaem Kak ucmopuyeckasl 3aKoHOMep-
Hocmb. [elicmsue GaHHOU 3aKOHOMepPHOCMU 8 rpouecce anobanu3ayuu co8BMeECMHO ¢ peanu3auyuel KoHuenuuu
ycmoliyueoeo pa3sumusi Haxooumcsi 8 caMoM Hadarne. [Jo co3daHusi eOUHO20 arobasibHo20 Mupa euwje 0aneko, Ho
d8LXKeHUe MUPOBO20 coobuyecmesa K HeMy HEYKITOHHO rnpodosmkaemcsi ¢ MOMeHmMa 803HUKHOBEHUS Yesloeeyecmea.
OuesudHo, Ymo paszsumue 80eHHbIX delicmaul, caudemernsiMu KOmopbIX Mbl 18/IEMCS, yXKe 0agHO He C8513aHO C
cepbe3HbIMU MPopbieamu 8 obracmu HaykKu U MexHUKU. Omu ¢hakmophbl 8bICMYynatm, CKopee, Kak corymcmeyto-
wue. OcHosoll e rnpesocxodcmea Ha rosie cpaxeHull CmaHo8UMCS yMeHUe cmpameau4yecKku MbIC/IUMb, a mak-
)Ke UCIMonb308ams HecmaHdapmHble MeXHUKU 8edeHusi 60si, ommarsikueasicb He MOoJIbKO OM YPOBHS 800PYXKEeHUSs
u boecriocobHocmu, HO U ucxo0si u3 ocobeHHocmel Kyrnbmypbl U Oaxxe 8 HeKOMOPOM CMbIC/ie MeHmanumema
y4acmHUKO8 KOHIUKma.

KnroueBble cnoBa: eubpudHasi 8olUHa, CO8PEeMEHHbIU KOHG/IUKM, Hay4YHO-mexHOo/102udecKull passumus,
KubepeoliHa, acumMMempu4Hasi oliHa, cmpameausi.

Problem statement. Hybrid warfare is a product of
the Third Scientific and Technical revolution; therefore,
as the very concept of hybrid war, and its tools, forms of
action and protection are the brainchildren of this modern
scientific and technological revolution. Accordingly, any
borrowing from the strategic or tactical arsenal of wars
of past eras is quite possible, but they must be rethought
and transformed precisely in the context of the situation
created by the modern scientific and technological
revolution. The third scientific and technological
revolution created such means of warfare that are in
principle all-encompassing and all-pervading. First of
all, it is about modern information and communication
systems (networks), which today cover all areas social
production, consumption, delivery, protection, etc.
In other words, modern society has entered the phase
of general and pervasive risk [Yanitsky, 2000]. In turn,
this means that today there are no more absolutely safe
places - there are only places more or less safe, and the
degree of risk for specific places all the time is changing.
In general, concepts such as “territory”, “boundary” or
“Border” become relative: in modern war there is no
front, no rear, no flanks in our usual sense. All the places
are potentially vulnerable, the only question is the
degree of reliability of their protection. Hybrid warfare is
mobile warfare. Based on the mentioned above it is very
important to analyze the modern specific characteristics
of the hybrid warfare.

Analysis of recent research and publications.
Among scientific researches in the field of knowledge
component of competitiveness, Ukrainian and foreign
scientists have developed a number of theoretical,
methodological and methodical approaches to
determining the place and role of hybrid warfare in
modern globalization are D. Adair, M. Bauer, B. Bass,
W. Bayhem, F. Bailey, K. Byrd, W. Bennis, K. Blanchard,
R. Blake, J. Blondel, E. Borgat, M. Weber, K. De Vries,
V. Vroom, R. Wood, M. Hunter, R. Greenleaf, S. Green,
M. Martynenko, A. Degtyar and M. Bubliy, A. Nalyvaiko,
N. Butenko, N. Smolinska and I. Hrybyk, S. Leonov and
other scientists. At the same time, it is important to note
that at the beginning of the 21st century there have
been created many new features of the hybrid war, that
are necessary to analyze.

Formulation of the aims of the article. The main
purpose of the article is to analyze the specific
characteristics of the hybrid war that are formed caused
by the scientific and technical progress.

Presenting main materials. Today we can assert
about the specific features of the hybrid war, which are
manifested in the choice of direction. The information
direction, as a rule, is represented by actions aimed
at actively promoting alien political ideas, moral and
ethical principles, seizing the national information field
(promoting foreign media, taking control of national
ones), saturating the national information field with
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negative information (fakes). The continuation of the
information direction is cyber war, which involves the
deployment of confrontations in the Internet space.
Key elements include dDos and phishing attacks, the
use of OSINT technologies (collection of information
in open sources) and Humint (formation of insider
networks). The main task of actions in this direction is
to get the opportunity to manage the emotional state of
key persons (leaders of public opinion) or society as a
whole.

The cultural direction is represented by humanitarian
aggression aimed at destroying the national heritage
(architecture, artifacts), direct or indirect actions aimed
at limiting the language of the titular nation, negativizing
national culture and traditions, imposing foreign mass
culture (cinema, literature, theater, fine arts, etc.), as
well as the negativization of the moral authorities of the
nation (workers of culture, art, science). The main goal
of the attacks is to show the failure of the nation, the lack
of a historical past and prospects for the future.

The concept of asymmetric warfare (proposed in
1975 by Andrew Mac) involves the concentration of
resources and efforts of the attacking side to strike at
the enemy in an unexpected way and in an unexpected
place. Typical signs of asymmetric confrontation are:
opposing technological advantages to quantitative
ones, attacks on enemy infrastructure, striking weakly
defended places, non-standard tactics, unexpected
decisions (going against international conventions and
humanitarian principles). In military operations, this
concept involves the use of mobile warfare tactics,
the use of special operations forces or private military
companies [1].

The controlled chaos strategy (proposed in
1992 by Stephen Mann) involves a set of actions aimed
at introducing the society of the attacked side into a
state of “political criticality” that blocks or destroys its
key institutions. Among the typical signs that are peculiar
markers of the use of this strategy, one can single
out: attacks on national cultural identity, the formation
of a state of hopelessness in society, the creation of
totalitarian ideologies and cults, the atomization of
society, the concentration of public attention exclusively
on material problems, the stimulation of corruption, the
activation of ideological faults, society, the negativization
of the authority of state power, the formation of conditions
for the outbreak of a civil war or the imposition of its
ideas on society, stimulation of economic problems.

The doctrine of “soft power” (proposed in 1990 by
Joseph Nye) presupposes the implementation by the
attacker of a set of actions that demonstrate their own
advantages to the enemy. Such demonstration actions
are aimed at influencing the emotional state of the
enemy’s key personalities or its society as a whole. In this
case, the attacking side has the opportunity to manage
or have a significant impact on public life, economy,
foreign and domestic policies of the attacked side [2].

The doctrine of color revolutions (proposed in
1993 by Gene Sharp) presupposes the organization and
implementation of mass social movements, the purpose
of which is the non-violent change of the political system
or the governing elite of society. As a rule, innovators
become the initiators of color revolutions (10-15% of
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the total population), and the middle class (50-60% of
the total population) becomes the driving force that is
imbued with innovative ideas and brings about changes
in society. Typical examples of such revolutions are the
“Velvet Revolution” in Czechoslovakia (1989), “Bulldozer
Revolution” in Yugoslavia (2000), “Rose Revolution”
in Georgia (2003), “Tulip Revolution” in Kyrgyzstan
(2005), “Brick Revolution” in Moldova (2009), “Jasmine
revolution” in Tunisia (2011), etc.

The theory of reflective control (proposed at the
end of the 60s of the 20th century on the basis of
V. Lefebvre’s developments) involves the use of complex
tools that allow you to influence the adversary’s making
decisions that are beneficial to the attacking side due to
the creation of certain situations or the demonstration
of potential threats. The main methods of achieving the
above task are: distraction of attention, the formation of a
dense information flow, the processing of which requires
significant resources, the introduction into a state of
cognitive dissonance with the blocking of the decision-
making function, the depletion of the enemy’s resources
for solving insignificant tasks or fake threats, stimulating
contradictions among allies, lulling vigilance (reducing
tension or transferring processes to a hidden format),
provoking rash decisions and actions, psychological
pressure and intimidation.

The doctrine of unrestricted war (developed in the
1990s by Qiao Liang on the basis of the principles of
unrestricted submarine warfare that took place during
World War Il) involves the implementation of aggressive
actions that are not regulated by time frames (cyclical
processes) or restraining principles (moral and ethical
norms or international conventions) [3].

The doctrine of insurgency (proposed in the 1960s
by Evgeny Messner) involves the formation and support
of active legal protest movements and underground
groups that operate through aggressive propaganda
campaigns and demonstrative terrorist acts. The action
of these subjects is aimed at eliminating moral values,
moral (scandals, slander, compromising evidence) and
physical (demonstrative attempts) destruction of leaders
of public opinion. Terrorist acts aimed at the seizure
or destruction of objects of national historical heritage
(historical and natural reserves, individual architectural
objects) and symbolic objects (monuments to heroes,
events, objects of worship) can be carried out in a more
severe form.

The network-centric war doctrine (a mix of the
American military doctrines “Joint Vision 2010” and
“Joint Vision 2020”) is a set of measures aimed at
concentrating the information and communication
resources of the attacking side, which are necessary
to ensure operational and effective control of military
operations (automated control systems). Also, the key
task of the actions of the attacking side is to block and
destroy the information potential. The theory of network
information warfare (presented in 2016 by the author
of the article) involves the integrated use of digital,
humanitarian (managerial) and psychotechnologies to
coordinate information processes (creation, distribution,
search for content) in social online networks.

Chronologically, a hybrid conflict is traditionally
divided into three stages: preparatory, active and final.
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Based on the peculiarities and specifics of the latest,
most resonant hybrid conflicts (Russian-Georgian,
Russian-Ukrainian), we propose some correction of
the names of the stages and their content. The most
appropriate would be segmentation into hidden (latent),
half-open and open stages [4].

The latent stage is inherently more consistent with
the parameters of our proposed concept of hybrid
aggression. Within the framework of this period, the
attacking side carries out in relation to its victim the
impact of economic, external and internal political
nature, information pressure, active pressure in the field
of culture. The aggressor side, through the instruments
of “soft power”, imposes on the object of aggression its
vision of its role and place in the geopolitical situation,
forms social attitudes that are beneficial for itself, and
corrects the state strategy.

The semi-open stage is a confrontation in a format
that corresponds to the concept of hybrid war that
we have presented. At this stage, the attacking side
switches to demonstrative methods of pressure, using
the whole range of methods and directions of destructive
influence, excluding direct armed conflict. The attacked
side responds to aggression in accordance with its
capabilities and in accordance with the actions of the
enemy. At this stage, first, the attacking and then the
responding side actively uses the tools of such hybrid
doctrines as color revolutions, a strategy of controlled
chaos, reflexive control, and rebellion [5].

The open phase of a hybrid conflict involves the
open use of military forces. If the attacking side does
not have an overwhelming advantage, armed clashes
are local in nature. They are carried out mainly in the
form of mobile clashes, using special operations forces
(SOF) or pinpoint military operations with limited use of
aviation and artillery. Quite often, such forms of armed
confrontation take the form of peace enforcement or
peacekeeping operations. At the same time, the most
popular form of tactical decisions is the concept of
network-centric warfare and asymmetric warfare. In
addition to purely military methods, the instruments of
the doctrine of unlimited war and the theory of reflexive
control are used. They also continue to actively, but
already selectively (in order to save resources), use
hybrid technologies inherent in the latent stage —
controlled chaos, rebelliousness, reflexive control [6].

Conclusion. As a result of large-scale processes
and trends taking place in recent decades in the context
of globalization and the information revolution, more or
less noticeable metamorphoses are undergone forms,

methods, means and, accordingly, the interpretation
of national interests and national security. If during
the entire previous history of mankind armed power,
then in current conditions, along with it, other forms,
methods and means are acquiring an ever-growing
importance. Such components of the so-called
soft power, such as economic, sanctions, image,
electronic, propaganda and other means and methods
of ideological-information-cultural domination are
becoming increasingly important.
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